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‘W
Agenda SAML2 Identity Federation '

1.Intro to federation
2. Singel Sign-On Theory
3. Building Circle of Trust

(a) Auto federation
(b) zxcot tool

4.SSO Practical

(@) mod_auth_saml way
(b) SSO servlet way
(c) zxid_simple() / tas3_sso() way
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TAS3 Session Agenda

1. TAS3 Architecture
2. |ID-WSF Basics
3. ID-WSF Hands-on

(@) WSC
(b) WSP
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SAML2 SSO Federation
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What is an Identity Federation

e Agreement by business partners to work together trusting each
other to authenticate users and pass identity data about the users.

e Contractual liability to each other and to users

e A scheme for identifying users, to share identifiers. A federation
database holding these identifiers.

e Supporting technical infrastructure, usually standards based

e Applicable to Single Sign-On (SSO) and Web Services
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What is Single Sign-On (SSO)

e User needs to supply his credentials (e.g. password) only once in
a session spanning several web sites

e Sites trust other sites to authenticate users

e Single Sign-On is often used also for attribute push

e Single Logout

e Convenient for users

e Benefits from outsourcing user management, password resets
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Identity Federation Roles for SSO

e Service Provider (SP) or Relying Party (RP)
e [dentity Provider (IdP)
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Trust Network Models

e [dP hub
e SP hub

e Multiple bilateral trust relationships form trust network
e Consortium model of federation agreement

January 20, 2010 Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010 8



Building Circle of Trust

e Metadata exchange needed for technical integration
e Well Known Metadata approach
- EntityID is the URL where to get the Metadata

e Trust
- Trust list approach
- Online Certificate Status Protocol approach

- Central Trust approach
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Example PEM Cert

—-BEGIN CERTIFICATE—- MIIGWTCCBcKgAwIBAgIDA-
JEBMAOGCSgGSIb3DQEBBQUAMIIBEJELMAKGATUEBhAMC  RVMXE-
JAQBgNVBAgTCUJhcmNIbG9UuYTESMBAGATUEBXxMJQmFyY2Vsb25hM
VQQKEYBJUFMgQ2VydGlmaWNhdGIvbiBBdXRob3JpdHkgcy5sLjEuMC
Z2VuZXJhbEBpcHNjYS5jb20gQy5JLkYulCBCLUIZMjIxMDY5NTEuMCwC

aXBzQOEgQOxBUOVBMSBDZX.
aXBzQOEgQOxBUOVBMSBDZX.
DQEJARYRZ2VuZXJhbEBpcHN;

0aWZpY2F0aW9ulEF1dGhvemIOeTEuM
0aWZpY2F0aW9uIEF1dGhvcmIOeTEgMI
YS5jb20wHhcNMDYwWNDI2MTUzNjUOW

MTUzNjUOW]jCBIJELMAKGATUEBhMCUFQxDzANBgNVBAQTBkxpc2JvY
BXxMGTGIzZYm9hMRMwEQYDVQQKEwpTeW 1sYWJzIFNBMRQwWEQYDVC
aWNIczEYMBYGA1TUEAXMPaWRwLNN5bWRIbW8uY29tMSAwHgYJKoZ
ZWxpeEBzeW1sYWJzLmNvbTCBnzANBgkghkiGOwWOBAQEFAAOBjQAw!
X5ZjAlI06CZcSMVtjoaS2sCbrBg/whwWnuVgbD6gAM9EO9gDDEs9eB5t
IFTWuZy9jdxL5wNgr2Zk8NxytyaznQgAddKLCSqPZh7Dd+U3Z5hoGtL
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Sopfj3m6TKOzURgg/Ad/0/cuF9TyCpQprBcpsAECAWEAAaOCA

EwQCMAAWEQYJYIZIAYb4QgEBBAQDAgZAMAsSGA1UdDwWQEAwID+D
BggrBgEFBQcDATAdBgNVHQ4EFgQUbChmdTnQyOFzW59+dakqD/KX
BBgwFoAUDgdg1DnJG1tdkHsjyNIOnUqgaRjkwHAYDVRORBBUWE4ERZn
bGFicy5jb20wHAYDVROSBBUWE4ERZ2VuZXJhbEBpcHNjYS5jb20wcgy.
QgENBGUWY09yZ2FuaXphdGlvbiBJomZvcm1hdGlvbiBOT1QgVKFMSL
TEFTRUEXIFNIcnZIciBDZXJ0aWZpY2F0ZSBpc3N1ZWQgYnkgaHROCHM
aXBzY2EuY29tLzAvBglghkgBhvhCAQIEIhYgaHROcCHM6Ly93d3cuaXBzY
L2Iwc2NhMjAWMIi8wQWYJYIZIAYb4QgEEBDYWNGhOdHBzOi8vd3d3Lr
bS9pc
N2hOd¢

Q
chH

Eua

NjY"

di-

HNjY TIwMDIvaXBzY2EyMDAyQOxBUOVBMS5jcmwwRgYJYIZIAY!
HBz0i8vd3d3LmIwc2NhLmNvbS9pcHN;Y TIwMDIvemV2b2Nhd
HRtbD8WQWYJYIZIAYb4QgEHBDYWNGhOdHBZOi8vd3d3Lmlwc

TwMDIvemVuZXdhbENMQVNFQTEuaHRtbD8wQQYJYIZIAYb4Q

BzOi8vd3d3LmIwc2NhLmNvbS9pcHN;Y TIwMDIvcG9saWN5QOxBU(

MIGDBgNVHRSEfDB6MDmgN6AThjNodHRwOIi8vd3d3Lmlwc2NhLmN
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MDIlvaXBzY2EyMDAyQOxBUOVBMS5jcmwwPaA7o0DmGN2hOdH#
c2NhLmNvbS9pcHNjYTIwMDIvaXBzY2EyMDAyQOxBUOVBMS5jcmw
AQEEJjAKMCIGCCsGAQUFBzABhhZodHRwOIi8vb2NzcC5pcHNjYS5jb20
SIb3DQEBBQUAA4GBACan4TGRFHayR38xPkMabzwz9VmCbmOuwPxk
jkSenPpwpvomvNfp4GOWJdavd7KnZBbMbnKx1gTMgge/ftBnugcrnév
aHftQ+r2gFYiVX4HEa6NU5AgpiQjme0Vh3Hzs228IVIigsFqveYbdIyTYIL
——END CERTIFICATE—-
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Example PEM Cert And Private Key As Usedes
ZXID

—-BEGIN CERTIFICATE—- MIIGWTCCBcKgAwWIBAgIDA-
JEBMAOGCSqGSIb3DQEBBQUAMIIBEJELMAKGATUEBhMC  RVMXE-
JAQBgNVBAgTCUJhcmNIbGOUYTESMBAGATUEBXxMJQmMFyY2Vsb25hM
VQQKEYBJUFMgQ2VydGlmaWNhdGIlvbiBBdXRob3JpdHkgcy5sLjEuMC
(snip) SIb3ADQEBBQUAA4GBACan4TGRFHayR38xPkMabzwz9VmCbmOu
jkSenPpwpvomvNfp4GOWJdavd7KnZBbMbnKx1gTMgge/ftBnuqcrnév
aHftQ+r2gFYiVX4HEa6NUS5AgpiQjme0Vh3Hzs228IVIIgsFqveYbdlyTYIL
——END CERTIFICATE—-

——BEGIN RSA PRIVATE KEY—- MIICXQIBAAKBgQDTq7HHIMMCXToJIx
oMMSz14HmMAUCZjxL3ilVNa5nL2N3EvnA2CvZmTw3HK3JrOdCAB10o0s.
8nEpzyUJWXpCs9K+kuuJAKAMOb523XnsIJmsipA+ZDdyqrUjKDo6WH3
/GeJEXxqlwfcj2lZLp/iIRvG7ICjN/rdWoNImF3HVBRS —-END RSA
PRIVATE KEY—-
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Example Metadata

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadz
entitylD="https://idp1.zxidp.org:8443/zxididp?0=B"> <md:IDPSS0Des
WantAuthnRequestsSigned="1" errorURL="https://idp1.zxidp.org:844:
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"
<md:KeyDescriptor use="encryption"> <ds:Keylnfo xmlIns:ds="http://v
<ds:X509Data> <ds:X509Certificate> MIIGWTCCBcKgAwIBAgIDA-

JEBMAOGCSqGSIb3DQEBBQUAMIIBE[ELMAKGATUEBhMC  RVMXE-

JAQBgNVBAgQTCUJhcmNIbGOUYTESMBAGATUEBXxMJQmMFyY2Vsb25hM
VQQKEYBJUFMgQ2VydGlmaWNhdGIlvbiBBdXRob3JpdHkgcy5sLjEuMC
(snip) jkSenPpwpvomvNfp4GOWJdavd7KnZBbMbnKx1gTMgge/ftBnuc
aHftQ+r2gFYiVX4HEa6NUS5AgpiQjme0Vh3Hzs228IVIIgsFgveYbdlyTYIL
<md:KeyDescriptor use="signing"> <ds:Keylnfo xmlns:ds="http://wwv
<ds:X509Data> <ds:X509Certificate> MIIGWTCCBcKgAwIBAgIDA-

JEBMAOGCSqGSIb3DQEBBQUAMIIBEJELMAKGATUEBhAMC  RVMXE-
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jAQBgNVBAgGTCUJhcmNIbG9uYTESMBAGA1UEBXMJQmFyY2Vs:
VQQKEYBJUFMgQ2VydGlImaWNhdGIvbiBBdXRob3JpdHkgcy5sLjEu
(snip) jkSenPpwpvomvNfp4GOWJdavd7KnZBbMbnKx1gTMgge/ftBnuc
aHftQ+r2gFYiVX4HEa6NU5AgpiQjme0Vh3Hzs228IVIigsFqveYbdIyTYIL
<md:ArtifactResolutionService Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://idp1.zxidp.org:8443/zxididp?0=S"/> <md:SingleLog
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://idp1.zxidp.org:8443/zxididp?0=Q" Re-
sponselLocation="https://idp1.zxidp.org:8443/zxididp?0=Q"/>
<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindi
Location="https://idp1.zxidp.org:8443/zxididp?0=S"/> <md:ManageN
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://idp1.zxidp.org:8443/zxididp?0=Q" Re-
sponselLocation="https://idp1.zxidp.org:8443/zxididp?0=Q"/>
<md:ManageNamelDService Binding="urn:oasis:names:tc:SAML:2.0:bi
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Location="https://idp1.zxidp.org:8443/zxididp?0=S"/> <md:Ng
format:persistent</> <md:NamelDFormat>urn:oasis:names:tc:SAML:Z
format:transient</> <md:SingleSignOnService Binding="urn:oasis:nan
Redirect" Location="https://idp1.zxidp.org:8443/zxididp?o=F"/></>
<md:SPSSODescriptor AuthnRequestsSigned="1" WantAssertion-
sSigned="1"  errorURL="https://idp1.zxidp.org:8443/zxididp?o=E"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"
<md:KeyDescriptor use="encryption"> <ds:Keylnfo xmlIns:ds="http://v
<ds:X509Data> <ds:X509Certificate> MIIGWTCCBcKgAwIBAgIDA-
JEBMAOGCSqGSIb3DQEBBQUAMIIBEJELMAKGATUEBhMC  RVMXE-
JAQBgNVBAgQTCUJhcmNIbGOUYTESMBAGATUEBXxMJQmMFyY2Vsb25hM
VQQKEYBJUFMgQ2VydGlmaWNhdGIlvbiBBdXRob3JpdHkgcy5sLjEuMC
(snip) jkSenPpwpvomvNfp4GOWJdavd7KnZBbMbnKx1gTMgge/ftBnuc
aHftQ+r2gFYiVX4HEa6NUS5AgpiQjme0Vh3Hzs228IVIigsFgveYbdlyTYIL
<md:KeyDescriptor use="signing"> <ds:Keylnfo xmlns:ds="http://wwv
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<ds:X509Data> <ds:X509Certificate> MIGWTCCBcKgAwIBAGHE
JEBMAOGCSqGSIb3DQEBBQUAMIIBEJELMAKGATUEBhMC  RVMXE-
JAQBgNVBAQTCUJhcmNIbGOUYTESMBAGATUEBXxMJQmMFyY2Vsb25hM
VQQKEYBJUFMgQ2VydGlImaWNhdGlvbiBBdXRob3JpdHkgcy5sLjEuMC
(snip) jkSenPpwpvomvNfp4GOWJdavd7KnZBbMbnKx1gTMgge/ftBnuc
aHftQ+r2gFYiVX4HEa6NUS5AgpiQjme0Vh3Hzs228IVIIgsFgveYbdlyTYIL
<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindi
Redirect" Location="https://idp1.zxidp.org:8443/zxididp?0=Q"
ResponselLocation="https://idp1.zxidp.org:8443/zxididp?0=Q"/>
<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bind
Location="https://idp1.zxidp.org:8443/zxididp?0=S"/> <md:ManageN
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://idp1.zxidp.org:8443/zxididp?0=Q" Re-
sponseLocation="https://idp1.zxidp.org:8443/zxididp?0=Q"/>
<md:ManageNamelDService Binding="urn:oasis:names:tc:SAML:2.0:bi
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Location="https://idp1.zxidp.org:8443/zxididp?0=S"/> <md:Ng
format:persistent</> <md:NamelDFormat>urn:oasis:names:tc:SAML:Z
format:transient</> <md:AssertionConsumerService Binding="urn:oa:
POST-SimpleSign" Location="https://idp1.zxidp.org:8443/zxididp?o0=P
index="5"/> <md:AssertionConsumerService Binding="urn:oasis:name
Location="https://idp1.zxidp.org:8443/zxididp?0=P"  index="4"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.!
Location="https://idp1.zxidp.org:8443/zxididp?0=S"  index="3"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.!
POST" Location="https://idp1.zxidp.org:8443/zxididp?o=P" in-
dex="2"/> <md:AssertionConsumerService Binding="urn:oasis:names:
Artifact” Location="https://idp1.zxidp.orqg:8443/zxididp" in-
dex="1"/></></>
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SSO Servlet Approach for Tomcat

01
02
03
04
05
06
07
03
09

import zxidjava.*; // Pull in the zxidjni.az () API
1mport java.lo.*;

import jJavax.servlet.*;

import javax.servlet.http.*;

public class zxidappdemo extends HttpServlet
public void doGet (HttpServletRequest req, HttpSe
throws ServletException, IOException
{
String fullURL = req.getRequestURI();
if (reqg.getQueryString() !'= null)
fullURL += "?" + req.getQueryString();
System.err.print ("Start ZXID App Demo GET ("+ful
HttpSession ses = reqg.getSession(false); // Im

January 20, 2010 Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010 19



15
16
17
18
19
20
21
22
23
24
25
20

January 20, 2010

1f (ses == null) {
res.sendRedirect ("sso?0=E&fr=" + fullURL);
return,

res.setContentType ("text/html");
res.getOutputStream() .print ("<title>ZXID Demo A

// Render logout buttons (optional)

res.getOutputStream() .print ("[<a href=\"sso?gl=
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SAML Hello World in PHP, the zxid_simple
proach

¢ 38 lines of PHP code of which only 22 do something (rest are
comments or HTML)
e Complete
- All profiles are handled
- Single Logout handled
- Well Known Location (WKL) metadata exchange handled
e Hides SAML protocol details
¢ This Hello World can be cut-and-pasted into any PHP application
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Initialization once

01 <7

02 dl("php_zxid.so"); # Pull in module (.so file)

03 # CONFIG: You must have created /var/zxid directory

04 # CONFIG: You must edit the URL to match your domain

05 Sconf = "PATH=/var/zxid/
&§URL=https://spl.zxidsp.org:8443/zxidhlo.ph

06 Scf = zxid_new conf to cf(Sconf);

07 2>

e PATH configuration means multiple instances of ZXID can coexist
(e.g. virtual hosting of web sites)

e URL configuration determines provider ID, can also be configured
via /var/zxid/zxid.conf
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Per protected page or until session is
strapped

08 <7?

09 Sgs = $_SERVER[’'REQUEST_METHOD'] == 'GET'
10 ? S _SERVER[’QUERY_ STRING’ ]

11 : file_get_contents ('php://input’);

12 Sres = zxid_simple_cf (Scf, -1, $gs, &ses, 0x1814);
13

14 switch (substr(Sres, 0, 1)) {

15 case '"L’': header (Sres); exit;

16 case '<’": header ('Content-type: text/xml’); echo Sre

e Read input and call zxid_simple() to handle SAML protocol details
e Act on outcome of zxid_simple() as indicated by the first letter

- L: protocol requires redirect, perform it

- <: Send out XML data (such as Metadata or SOAP response)
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The IdP Selection Page

17 case 'n': exit; # Already handled, do nothing furt
18 case ’'e’:

19 7>

20 <title>Please Login Using IdP</title>

21 <hl>Please Login Using IdP</hl>

22 <?=zxid_idp_select_cf (Scf, null, 0x1800)°?>

23 <7

24 exit;

e e: indicates that IdP Selection page needs to be rendered

e zxid_idp_select() generates the ZXID standard form

e Altenatively you could supply your own HTML for the form as long
as you respect the form field naming convention
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s

Login Successful Case

25 case 'd’: break; # Logged in case —-- continue after
26 default: die("Unknown zxid_simple() res(Sres)");

27 '}

28

29 # Parse the LDIF in Sres into a hash of attributes S

30
31 foreach (split("\n", Sres) as S$Sline) {

32 Sa = split(": ", $line);
33 Sattr[sal0]] = Sal[ll;

34 }

35 ?>

e d: login successful, return data is LDIF entry with attributes of SSO
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Protected Content with Single Logou
Defederate Buttons

36 <title>Protected content, logged in</title>
37 <hl>Protected content, logged in as <?=$attr[’cn’]?>
38 <?=zxid_fed_mgmt_cf(Scf, null, -1, Sattr[’sesid’], O

e zxid_fed_mgmt() generates the Single Log-Out buttons
e This is the place to bootstrap your application’s own session
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Login Successful: Returned LDIF

dn: idpnid=Pa45XAs2332SDS2asFs,affid=https://idp.dem
objectclass: zxidsession

affid: https://idp.demo.com/idp.xml

1dpnid: Pa45XAs2332SDS2ask's

authnctxlevel: password

sesid: S12aF3X14A

cn: Joe Doe

e The LDIF entry is used as convenient format for passing attribute-
value pairs from zxid_simple() to application

e Some "attributes" are synthesized, others come actually from as-
sertion
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TAS3 Architecture
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TAS3 Trust Network Domains

Organization A Domains

M
co

Organization B Domains

Audit & Monitor

Modelling &
configuration
Management

Runtime &

Enforcement

— e — — — — — — — — — — — — — — — — — — — — — — — — @ a— la—

_— e e e e e e e e e e, e, e e cEEE e S, G, G G G, G, G—— S— —

Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010




R -
% —O—— Web Browser CI.|ent. RR
Application | K O
\
Organization Domain
Modelling & Runtime & Enforcement
Configuration
Management Infrastructure Payload
> . .
@ Identity Provider Front End Web Services
Rope; Services
c 2
N €
c O o .
© — Authorization Business process
@ Dashboard Engine
-
Delegation
O ;
S o O Discovery
© 9 :
SR Trust Reputation
s IDMapper Registry Server
/_\ Trust Network
C -
o Process Manager - Trust & Privacy
°f, © Linking Negociator
o=
° D
S5
o
Audit Event Bus Management
Q o+ O+ O+
Audit & , ) — , .
onior Audit Compliance Validation Operation Monitoring

January 20, 2010 Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010 30



Legend

Infrastructure
Authorization

Front End Service

Web Application

ot

Web

January 20, 2010

GUI

(R@

?é

Requester
PEP Out
Callout1

Requester
PEP In
Callout4

0

c%:

Stack

Web Service

Service Application

(R@

?:

Respondel
PEP Out

Callout3

Responder
PEP In

Callout2

0

ot

Service Requester

O

Stack

Service Responder

(optional)

Service Requester

Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010

31



Front End Service Web Service Web Service
Web Application Service Application Data Service
R 5l :
v
V(\Blatl) Service Requestef+O RSerV|cde RSerwcte O Service Data
esponder equester Responder storage

January 20, 2010 Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010 32



Dashboard ~ —— Payload

—
O
Delegation Q Discovery Credential Issuing
g Service
OA Infrastructure
\ )/ _ _
Application Dependent Authorization
PEP
Q¥ Credential Validation
Application Independent Service
PEP
¢ R Obligation
v .
Service

Policy Master
Store Policy Decision Point

Trust Network || Organization [ User L Trust
PDP PDP PDP PDP

Policy Policy Policy
Store Store Store

January 20, 2010 Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010 33

Policy Decision Point Stack




User

Web Service (e.g. Attribute Authority)

Service Responder

Data Service

-

T

TAS3
E | SOAP

XACML (in SOAP envelope) v

January 20, 2010

WP8

x— -

>

Legacy
Stack | | AIPEP L SOA Gateway Data Source
Application _
- -
> (AIPEP In) Eziendent _/ , T
accept req
7 WPS8 WPS /
7 —)
AIPEP-Out P database SOA GW
(filter) 7 | = .
_L—

~ WPS8 Data
database
| L .

Master PDP

Sampo Kellomaki: TAS3 ZXID 03 - MISC 2010

Figure 1: Application Integration using ADPEP and (A) Risaris SOA Gateway, (B) Fedora as frontend to Risaris, (C) Fedora database.
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Figure 2: Application Integration: ADPEP implemented in application itself.
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Web Service (e.g. Attribute Authority) Data Service

Service Responder
Stack Application with PEP built in
User
PEP-In
F | TAS3 (accept req)
E | SOAP
) PEP-Out
(filter)
|

XACML (in SOAP envelope) v
Master PDP

Figure 3: Application Integration: PEP implemented directly in application.
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TAS3 TN Model 2 4

Front Channel, Web GUI Interaction « 3

Modelling Runtime Modelling ﬁ T‘

DashB Re B IdP B
Back Channel
Web Services

Layer
6 5
8
WS B2
Audit & Monitor Audit & Monitor

Org A Org B

(Context A) (Context B)

TAS3 TN Compliance, Audit, and Monitor
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TAS3 TN Model

2,4
3
Front Channel, Web GUI Interaction \‘ 3
‘\
A Y
A Y
| Y
Modelling | Runtime Modelling ﬁ /"
DashB Re B IdP B
Back Channel
Web Services e3
Audit | e5 Layer
Event 6 5
Bus e6
/
IDMap
e’
ed 7,9
e8 8
WS B2
Audit & Monitor @@ Audit & Monitor

(Context A)
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TAS3 TN Compliance, Audit, and Monitor
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TAS3 TN Model

2,4

Runtime

R R

~
~
~

.. Authentication

Front Channel, Web GUI Interaction v 3

Modelling

Back Chann

Web Services
Layer

Re B IdP B

WS B2

Audit & Monitor

Audit & Monitor

Org A

(Context A)
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TAS3 TN Compliance, Audit, and Monitor
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(Context B)

39



TAS3 CoT Model

4

Modelling and ConfigurationfManagement Domain untime an ement Domain
I% I% ap
—t =4 —
Modelling Discover usage Frontend Services Dashboard
Tool & configuration % — %
- | | Disco
- -l =
Middletier Wib Services
Automatically push x
- : I I
consistent security — - T
Models and configuration
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Backend WS
e mo drive
lization rkflow
an tem

Auditing & Operation

Compliance Monitoring

Tools

Connectors ™

X = Rout | ng &
aggregation
—= PEP

Audit and Monitoring Domain
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Web GUI
I

PEP

|
Web Application
I

Service Requestor

Front End service A
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PDP
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PDP

|
Web Application
|

/ Service Requestor
/

E(789)IM
use only: A
8 times

'I

( /

PEP

Service Responder

3 5
B
E(456)B E(789)IM

use only: B
8 times

E(789)IM

use only: B

Service Provider B

8 times
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E(789)IM
use only: A
8 times

T Authes.
ntICatiOn .
2 SSo ~
3
I

/ Front End service A \
S

PEP

Service Responder

PID E(123)A
PID E(789)IM

Identitz Maeeer IM

789 -> E(456)B
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E(789)IM
use only: A
8 times

Web GU
PDP I
PEP PDP PEP

|

Service Responder Web Application E(789)IM

[ use only: A

8 times
Service Requestor 4 . PEP
. 1 :
Service Requestor Front End service A S Service Responder

E(fgh)C Pll Service B E(789)IM
use only: B
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PEP

fgh -> TAS3

Service Responder

Role Authoritx C
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XACML SAML profile
T3-API with TAS3 Trust extensions

/
/

SAML 2.0 /
" Discovery J Trust PDP
. ndadetedehi 4 - -
\ %
‘ \ ID-WSF 2.0
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]
t
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ZXID ~ )
ZXID /K [/ zxid_wsp_decorate()
Servlet

AXIS2 Master KENT
KENT Filter
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zxid_wsp_validate()

Master
PDP1
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check user_id hook

r----

Authorization

Apache
subprocess
environment

Static Content

&

CGl

&

mod_perl

&

mod_php

User 4 1 Liberty IGF '
1 1
1 mod_auth_saml 1 Attribute Broker '+ | XACML PEP
. . el | —
Singe Sign-On (SSO)[ '+ (ID-WSF, local) *
7xid simple API '
ZIID ,
Dependency{ — ZXID core Schema driven
libraries XML ENC/DEC
OpENSSI
CoT Session Local User
Mgmt Mgmt Mgmt
' Back_eﬁa NagtFaction '
1
S it S B i
rFea _ -= T s e T
Ly “Tobe ‘ Seosll
implemented . p SmemTt Ol ==ty
Filesystem ' MYSOL 'y LDAP
©20091029 Sampo (varfzxid) | 1 MYSQE :
RS .’ RS .7

January 20, 2010

ZXID SSO and Attribute Broker
1. Request protected content
2. Single Sign-On (SAML)

3. Discover attribute sources

4. Get attributes
5. Authorize

6. Deliver content w/attributes

Figure 4: Software Architecture of mod_auth_saml.
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TAS3 API

tas3_sso() SSO (with optional application independent authoriza-
tion)

tas3_az() Application Dependent Authorization

tas3 call() Web Services Client: call a web service and validate re-
sponse

tas3 _wsp_validate() Validate that web service request can be pro-
cessed

tas3_wsp_decorate() Create a web service response
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TAS3 Using Java

01
02
03
04
05
06
07
03
09
10
11
12
13
14

s

import zxidjava.*; // Pull in the zxidjni.az() API

import java.1o0.%*;
1mport javax.servlet.*;
1mport javax.servlet.http.*;

public class zxidappdemo extends HttpServlet {
public void doGet (HttpServletRequest req, HttpSe
throws ServletException, IOException
{
String fullURL = req.getRequestURI();
if (reqg.getQueryString() != null)
fullURL += "?" + req.getQueryString();
System.err.print ("Start ZXID App Demo GET ("+ful
HttpSession ses = reqg.getSession(false); // Im
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15
16
17
18
19
20
21
22
23
24
25
20

January 20, 2010

1f (ses == null) {
res.sendRedirect ("sso?0=E&fr=" + fullURL);
return,

res.setContentType ("text/html");
res.getOutputStream() .print ("<title>ZXID Demo A

// Render logout buttons (optional)

res.getOutputStream() .print ("[<a href=\"sso?gl=
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277
28
29
30
31
32
33
34
35
30
37
38
39
4()
41
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// The SSO servlet will have done one 1tT¥
// serves to illustrate, how to explicitly ca

if (zxidjni.az ("PATH=/var/zxid/", "Action=Show"
res.getOutputStream() .print ("<p><b>Denied.<
//res.setStatus (302, "Denied");

} else {
res.getOutputStream() .print ("<p>Authorized.

// Render protected content page (your applicat

res.getOutputStream() .print ("<pre>HttpSession d
String[] val_names = ses.getValueNames ();
for (int 1 = 0; 1 < val_names.length; ++1) {
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43
44
45
40
47 '}
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}

res.getOutputStream() .print (val_name

res.getOutputStream() .print ("</pre>");
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TAS3 Perfromance
Public key equiv ops
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ZXID Outline (1/2)

1 Create your own SP

1. Dummy using ZXID standalone code
2. Hookup to CoT, metadata

3. See it work
4. Integrate to your own code

5.See it work
2 Triggering Az from SSO
3 Using SSO attributes
4 Creating your own WSC

1. Demo of actual web service call, with traces
2. Integrating ZXID code to call existing service

53
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ZXID Outline (2/2)
5 Providing your own WSP

1. Integrating ZXID code
2. Service Registration Step

3. Association Step
4. Making web service call: your WSC to your WSP

6 Interop

1. Discovering other people’s WSPs
2. Your WSC calling other people’s WSP
3. Your WSP being called by other people’s WSC

7 mod auth saml tutorial
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Thank You

Sampo Kellomaki (sampo@symlabs.com)
+351-918.731.007

Table 1: SAML and Liberty Open Source Implementations

Product License | Platform SAML | SAML WSC| WSP | Disco | People| Interact | Account| Other
SP IdP

ZXID.org Apache2 C + SWIG | Full TBA y y WSC | TBA TBA TBA

mod_auth_samApache2 C + SWIG Full - y y WSC | TBA TBA TBA

Lasso GPL2+ | C+ SWIG Cert - y? ? WSC

Authentic GPL2+ | C + | - Certified | - - WSP | ? ? ?

Python?

OpenSSO Java? pure PHP Partial | - - - - - -

OpenSSO Java? Java Cert Cert 1.1 1.1 | 1.1 - 1.1

OpenSAML ? Java? Partial | Partial

OpenLiberty | Apache2 Java - - y - WSC | TBA - - AS-
WSC

ConorCli BSD? C++ - - y - WSC | WSC? | redir ? AS-
WSC

ConorSvc BSD? Java - - - y WSP | WSP? | redir ? AS-
WSP

TBA To be announced, on the road map, but not here yet
1.1 Only supports older ID-WSF 1.1 version of the services
C + SWIGC library with language bindings generated usign SWIG
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tool. SW
Ruby, anc

G supports among others C, C++, Perl, PHP,

ucts can

Unix and Windows.

Additional info available on openliberty.org
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Java language bindings. Generally open source prod-
oe compiled for all popular operating systems such as
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